[MamsaTka pasa odyuawmuxcsa 00 undopmaunoHHOI Oe3onacHoCTH Jereil
HE/IbL34
1. BCEM NOJPA] COO0IATE CBOK HACTHYI HH(MOPMALHK (HACTORILME MM, (PaMIIHW, TenehoH,

aapec, HOMEP KOk, a Takme GoTorpaduy CBOH, CBOSH ceMBM B 1py3eii)

2. OTKPBIBATE BJIIGMKEHHBIC l.i.lHFIIIbI fiJIEI{'l'pUHHUﬁ MOYTBL, KOAd HE SHACIE OTIPABHTEIA
3. l'p}"GH'I']:.. NpHAOHPATECA, OKd3bIBATE JAdBICHHE — BECTH cedd HeBEKIIMBO H dIPECCHBHO
4, HE pﬂUIIUPH}I{HFIL‘H JIEHBIAMH  TBOSH CeMbH  0e3 Pa3pellcHHA  CTAdpPUIHX  — BCCIOd

CHpALIUBAi poaHTEIei.

5. He BeTpeuaiics ¢ ¢ HuTepHer-1HAKOMBIMH B PealIbHOM JKHIHH - NOCOBETYHCA CO BIPOCILIM,
KOTOPOMY J0BEpPAEIL

OCTOPOXKHO

1. He Bee nuyT npasay. Yuraews o cebe nenpaeny B Hatepuere — coobun 0b sroM ceouM

POAHTEIAM HIIH OIIEKYHAM.

2. HPHIIALAKT HEPEeNHCEIBATECH, HIPATh, 00MEHHBATECS — IPOBEPL, HET JIH NOBOXA

3. He3aKOHHOE kKonHpoBanue daiinoe B HutepHere - BOPOBCTBO

4. BCEI/Ia paccKasblBail BIPOCILIM O IpobIeMax B CETH — OHM BCET1d IIOMOIYT.

5. MCIONBR3YiE HACTPOHKK De301ACHOCTH W [IPUBATHOCTH, YTO0LI HE NOTEPITh CBOM AKKAYHTHI

B COLCETAX H JIPYTHX NOPTATaX.

MOMKHO

1. Yeaskali qpyrux nojs3osareneit

2. [Monesyemsea HHTEpHET-HCTOMHHKOM — flenail CCBUIKY HAa HETO

3. Ot1rpeIBall TONBKO TE CCBLIKH, B KOTOPLIX YBEPEH

4, OO0warses 38 NOMOLIBK B3POCIEIM — POJHTENH, ONEKYHb H AJIMHHHCTPALMA CATOB BCEra

IMOMOrYT.



HudopMauHoOHHAR NAMATKA /151 00YYAKMIHXCH I pA3MelleHHs Ha

opunnHaabHbIX HHTEpHET-pecypeax
C K AbiM IogosM MOJIOJACHH B HHTCPHETC CTAHOBHTBOH ﬁL‘lIIhLIJtT., d IMKMIBHHEH OJHH H3Y CdMbBIX
AKTHBHEIX [10Jk30BaTENEH P}"Ht‘."l'ﬂ, ME)K,LI}‘ TEM, NOMHMO OIpOMHOIQ KOTHHECTBA H.{JLiMU}I{H{J{J'IEﬁ.,
HHTEPHET HECET H II].'H}GJIEMI:I. ra namATka JAOJEKHE NMOMOY b Tede DesonacHo HAXOJHUTECH B CETH.
KoMIEHTEpHEIE BHPYCHL
KUMIIhIﬂI‘EthIﬁ BHPpYC — aTO PasHOBHIHOCTE HOMNBHYTCPHBIX MPpOrpany, OTIHYHTEIBHOH
OCODEHHOCTEI) Hm‘upuﬁ ARMASTCH CHOCOOHOCTE K PASMHOERCHHKD.
B AOMIHEHHE K 3TOMY, BHPYCRL MOIYT IIOBPEAHTE HIIH IIOUIHOCTRHY YHHUTOMHTE BCC lLIJElfi.IIhl H JaHHBIE,
IMOAKOHTPOIBHBIC TTOJIBIOBATENK), OT HMEHH KOTOPOro DbL1a 3alryumeHa SHPEDKEI-IHEJ.H nporpamMMid, d TakERS
[MOBPEAHTE HIH A4KE YHHUTORHTE OIHEPAUHOHHYHY CHCTEMY CO BCEMH Ll.lﬂﬁIIHMH B LEJIOM. B
DONLIIMHCTEE CIIYHACE PACHIPOCTPAHAKTCA BHPYCRI HEPEY HHTEPHET.
MeTos! 3AIHTEL 0T BPe10HOCHBIX NPOrpaMM:

1. Henonbayil coBpeMeHHBIE ONEPALMOHHBIE CHCTEMbL, MMEKLIHME cepbE3Hbli YPOBEHb 3ALMTHI OT
BPE/IOHOCHLIX [IPOIPaM;
2. [MocrosHHO  yeraHaBiaMeaidl  nayrd  (UM)poBBle  3AIUIATKM,  KOTOPbBIE  ABTOMATHHECKH

VCTAHABIHBAIOTCA € Ueibl) JopadTkH mporpaMmei) W apyrue oOHOBICHMA CBOEH ONepalHOHHOM
cucremel. CxaunBaii ux Tonbko ¢ ofuunaneHoro caiita paspaborunka OC. Ecnu cywecteyer pesknm
ABTOMATHYECKOrO 0OHOBISHHA, BEIIOMH €ro;

3. Paborail Ha cBOeM KOMIBIOTEpE O] NPABAMH NOJIR3IOBATENH, 8 HE AIMMUHHCTpaTopa. 9TO He
103BOIHT  QONIBIIMHCTBY  BPEIOHOCHBIX IPOIPAMM  HHCTWLIMPOBATBCH HA  TBOEM NEPCOHAILHOM
KOMIEHTEPE;

4. Henoneayit  aHTHBHPYCHBIE  NPOIPAMMHBIE  HPOJAYKTRL  MIBECTHBIX  NPOMIBOAMTENEH, ¢
aBToMaTHYeckuM obHoBneHueM Oas;

5. Orpannub i3M4eckuii J0CTYI K KOMIBIOTEPY JUIA NOCTOPOHHHX JIHLL;

6. Henoneayil sBHemnue HocuTeny nuopmaumy, takue kak duieka, auck uian daiin u3 nHTepHeTa,
TOJIBKO U3 [POhepeHHbIX HCTOYHHKOB,

7. He orkpeiBaii koMmneloTepHbie ailnel, DogydeHHble M3 HeHan@mHeIX HeTouHukob. [lake Te

thaii/el, KOTOPLLE IIPUCIAI TBOH 3HAKOMBIH. JIyuie yTOUHK ¥ Hero, OTHpaBIsLI 11 o1 Tebe ux.

Cern WI-FI

Wi-Fi - 310 He BHA nepenaqd JQaHHBIX, HE TEXHONOIMA, 4 Beero nuiuk Openn, mapka. Eme s 1991 rony
HHJIEPIAHACKAs KoMIanua 3apeructpupopana Opena « WECA», uro obo3Hauano cnopocodeTaHue
«Wireless Fidelityn, kotopslii nepesonntes kak «OecpoBoIHAR TOYHOCTEY.

Jlo namero Bpemenu jouuia jpyras abOpeBumarypa, KoTopas SBISeTCH TAKOH Ke TexHolaorume. Jrto
abOpesnarypa « Wi-Fin. Takoe naspanne Ob110 JaHO ¢ HAMEKOM HA CTAHJAPT BRICIIHI 3BYKOBOI TeXHHKH
Hi-Fi, uto B nepesoje 03HAMACT «BLICOKAA TOMHOCTEY,

Ja, Decnnaruelil uaTepHeT-gocTYN B Kade, OTENAX M a’ponopTax ABIAETCH OTAHYHOH BOIMOKHOCTBIO
BeIXOMa B HHTepHeT. Ho muorue skeneprsl cumtatt, yro obwenoctynaele Wi-Fi cern ve apnsawores
De30MaCcHBIMH.

Copernl no GezonacHocTn padore B odwe10cTyYIHEIX ceTax Wi-fi:

1. He nepeaasail ceoto nuuHyto uHpopMalmio depes obwenoctynasie Wi-Fi cern. PaGoras B Hux,
HEMATENBHO HE BBOJUTE IAPOIIH JOCTYIE, J0IHHEL H KAKHE-TO HOMEpA;

2. Henoneayiil v o6HOBIAH aHTHBHPYCHEIE TpOrpaMMel H Opanamayep. Tem caMbiM Th 00€3011ACHILE
ceds OT 3aKauKH BUPYCA HA TBOE YCTPOICTBO;

3. [pn nenonssosanun Wi-Fi otkmoun $yusumio «O0wmii noetyn k daiinam 1 npuHTEpas».
Jauunas (yHKUMA 33KPLITA [0 YMOMHAHHID, OJHAKO HEKOTOPBIE NONBIOBATENM AKTHEHPYIOT e as
yaobeTea Henoas3oBaHua B pabote nin yaebe;

4. He ucnonesyii nydnuunwii WI-FI nns nepenaus NHuHBIX JaHHBIX, HANPHMED JUIH BRIXOJA B
COLMATBHEIE CETH WIH B IEKTPOHHYID IOUTY;

5. Hnoneayit Tonsko samumentoe coennnenne vepes HTTPS, a ne HTTP, t.e. npn nabope seb-
agpeca BBOAM HMeHHO «https://n;

6. B mobunenom tenedoune otwnoun dynrpmo «llogonouenne k Wi-Fiasromaruuecku». He
JAOITYCKAH ABTOMATHHECKOTD OAKIHYEeHHA yeTpolcTea Kk cetaM Wi-Fi Ges Teoero cornacus.



Counajibubie CeTH

CUI.I,HH.III:-HI:C[E CETH dKTHBHO BXOJAAT B HAllY MH3Hb, MHOIHE JIK)IH PHEUI'HIUT H JEHBYT TdM [MNOCTOAHHO, d B
Facebook YIE S3dPCrHCTPHPOBEAH MHIUIHAPI HENO0BCR, HTO ABIACTCH UL[HUFl CE,ﬂ,bMUFl BCEX KHTEneH
IJITdHEThI.

Muorse noiae3oBaTENH HE MOHHMAKT, 4TO HHLIJD}'JMH.L[HH, PasMEIIEHHAY HMH B COLHAIBHBEIX CETHX,
MOmeT OwlTh HHFl,ﬂ,EHH H HCIMMIBIOBAHA KEM YIOJOHO, B TOM HHCIE HE odazarensHo ¢ OnaruMu

HAMEPEHHAMH.
OcHoBHBIE COBETBI 110 HE30IACHOCTH B COLUHANLHBIX CETHX:

1. Orpannue cniucox apyseii. ¥ 1eda B Apy3LAX HE J0IDKHO DBITh CIYyHaHHLIX H HEIHAKOMBIX JIK)JIE;
2. Jawmmai o uvacTHyw kuidb, He yxaswiBad naponu, tenedoHbl, agpeca, Jary TBOCIO

pomiaeHus W IPYIYH  IH4HYK0  dHGOPMannio.  3I0YMBIMUICHHHKH MOFYT HCHONB30BATB  Jame
HHPOPMALHIO O TOM, KAK Thl H TEOH POAHTENN IUIAHHPYETe NPOBECTH KAHHKYIILL;

3. JamHIaH CBOK PENYTALHKY - ISPXKH €8 B YUCTOTE U 3anasai cede Bonpoc: xoren Obl Thl, 4TOOLL
ApYrHe Noib30BATeNd BUAeNW, 4To Thl 3arpymaews? [logymai, npexie dem wro-to onydIMKOBATS,
HANUCATE H 3arPy3HTh;

4, Eciu Thl FOBOPHILE © IHOBMH, KOTOPBIX HE 3HASLIL, HE HCIIOIL3YH CBOE pealibHOE MMA H APYIYI
JNHHHYH HHOOPMALIHK: HMA, MECTO KHTEILCTEL, MECTO yuedsl M npoyee;

5. Haberail pasmewenns dororpaduil 8 Hureprere, roe tel n300paxed Ha MECTHOCTH, 110 KOTOPOI
MOMKHO OHPEIEIHTE TBOE MECTOMMIMKEHHE,

f. [Ipu perucrpauuy B COUMANBHOMH ceTH HeoDXOAMMO HCIONIBI0BATE CIOMKHBIE NAPOIH, COCTOALIHE
13 OyKB 0 UHdp H ¢ KOIMYECTBOM 3HAKOB He MeHee 8;

7. Jna coumansHoi ceTH, NOMTE M OAPYTUX caiiToB HeoOXOIMMO HCNONB30BATE pPaiHble NAPOIH.
Torpa ecnu Teds BIIOMAIOT, TO WOYMBILUIEHHUKN NOIYYET JOCTYI TOABKO K OJHOMY MECTY, 4 HE BO BCE
cpasy.

FNeKTPOHHLIE IeHLIH

DNEKTPOHHBIE JEHBIM — 7TO OuYeHb YA00HLIA cnocod nnaremed, OAHAKO CYLIECTBYHT MOLIEHHHKH,

KOTOPBIE XOTAT HOIYYHTh 3TH JEHBIH.
DNeKTPOHHBIE JEHBIH HNOABHIINCE COBCEM HEIABHO M HMEHHO M3-3a 3TOI0 BO MHOIMX IOCYIapcTeax [0
CHX MOP HE NPOMHCAHO NP0 HUX B 3aKOHAX.

B Pocenn #e oHn (PYHKLIMOHHPYIOT H O HHX VIKE NPOIHCAHO B 3AKOHE, I MX PA3JICIAIOT HA HECKOJIBKO
BHIOB — AHOHHMHEIE M He aHOHHMHBe. PasHMIa B TOM, 4TO AHOHHMHBIE - 3TO Te, B KOTOpPBIX
paipellaeTcds  NPOBOAMTE  onepauuH  0e3  WIeHTH(MKALMH NONL30BaTeNs, 4 B HedHOHHMHBIX
HACHTHMKALIMH NONBI0OBATENA HBIACTCA 00A3aTEIBHOIL.

Tawwe caeayer painnuars HIEKTPOHHbIE (PHATHBIE AeHbIM (PABHBI TOCYJAPCTBEHHBIM BAIKOTAM) M
JIEKTPOHHBIE He)MATHEIE 1eHBIH (He PABHEI FOCYIAPCTEEHHBIM BAIIOTAM ).

OcHoBHBIE COBETEL 110 De30nacH0il paboTe ¢ RIEKTPOHHBIMH JIeHBIAMH:

1. [pueaxn k cuery MoOHNEHBIL TenedoH. ITO caMblil ya00HBIL B OBICTPBLIA cnocob BOCCTAHOBHTE
aoctyn k cdery. [lpueszanneii tenedon nomomer, ecnn 3abylels cBoil NIaTesxHbll napons WM
1aii1els Ha caliT ¢ HEeTHAKOMOIO YCTpoicTBa;

2. Henoneayil oanopazoesie napoan. [ocne nepexosa Ha youieHHYR asropusaumi tebe yike He
Dyier yrpokars ONACHOCTh KPA#H WM NEPeXBaTa ILIATEKHOIO Napois;
3. BeiGepn cnomunii napons. [lpectynuukam Oyaer He npocto yrafaTe COOMKHBIEL NEpOib.

Hajieinpie naponm — 3To naposid, KOTOpbIE COAEPIKAT He MeHee 8 3HAKOB M BKIHOHAOT B cela cTpodHble
u nponucHele Oykeel, UH(PHE M HECKONBKO CHMMBOIOB, TAKHME Kak 3Hak jomnapa,  doywra,
BOCKIHUATeNbHEL Hak 1 1.1, Hanpumep, $StROng!:;

4. He BEOIH CBOH JIHYHBLIC MadHHBIC Hd {:aﬁ'rax, ROTOPLIM HE JOBEPACILb.

3‘.’IEI€'['FOHHﬂH nmo4rTa

3JIEIE'I']JUHI-IH.H MovTa — 59T0 TEXHOIOIHA H OpEJoCTABIACMbBIC CHY YCIYVIH IO NEPECLUIKE H ITOJIYHEHHED
MEKTPOHHBIX {.3(.](395I.I.I,f.'EHH[:Jl.,I KOTOPLIE PACIIPEICIIHKITCA B K{JMIII:-HJTE‘FHUFI CCTH.

O0bIMHO f:‘.llt‘lﬂp(JHHhIﬁ [IOYTOBBIH AUIHK BBIIIALHT CACAYHITHM UEPHSUMZ

MM HOJIB30BATE/IAE@ MM OMEHA.

Takse KpoMe Nepejau NpoCcTOro TEKCTa, HMEeTCH BOSMMKHOCTE NepeaeaTk (ailikl.

OcHoBHEIE COBETEL 110 De3onacHoil padoTe ¢ 2IEKTPOHHOM 0YTOH:

1. Hazo BeBpars NpaBHIbHLLIL novToBLL cepBuc. B nuTepHere ecTh orpomuslii Beidop DecnnarHeix
HOYTOBLIX CEPBHCOB, 0HAKO IyHLIE JOBEPATL TEM, KOT'O 3HACLIL M KTO IepBLLi B peiiTHHre;



2. He ykasmBaii B nmuHoii noure aeunyr  uadopdaumio.  Hanpumep, nyuwe seibparts
«My3eIKANEHBI dadar@y» wim «pox2013» emecTo «remal3n;

3. Henonssyil AByX)TanHuyk aBTOPH3ALMK). T0 KOIZA [IOMHMO [ApOIi HYKHO BBOIHTL KO,
HpHeksLUIaeMsii no SMS;

4, BeiGepn cnoxumii napons. Jlns kamaoro NOYMTOBONO HIMMKA JOMKEH OBITE CBOH HAaJE#HLIM,
YCTOHUHBLLL K BII1OMY 11POIIL;

5. Ecnu ecth BOIMOKHOCTE HANHCATE CAMOMY CBOIL JIMMHEIIL BOIIPOC, HCIIONB3YH 3TV BOIMOKHOCTE;
0. Henoneayil HeckKoIBKO HOYTOBRIX AlMKOB. [lepBeil 11 4acTHOH NepelHcKHM ¢ ajpecaTamu,

KOTOPBIM Thl JI0BEPAEIEL, 3TO 3IeKTPOHHBIH A/IPeC HE HA0 MCHIOILIOBATE MPH PErHCTpauuy HA GopyMax
M caiTax;

7. He orkprisail dafinel 1 QpyrHe BIOKEHHS B IIMCBMAX [JAMKe €CIIM OHH NPHILIH OT TBOMX Jpy3eii
Jlyuine yTOUHN ¥ HHX, OTNPABIAIH O oHu Tebe y1H paiine;
8. [Mocne oxoHuanus paloThl HA HOYTOBOM CEPBHCE HEPE] JAKPEITHEM BKIAJAKH ¢ calTOM He 3abyib

HamaTs HA «BeiiiTim.

KuldepOy/IMHI WIH BUPTYAILHOE HIEBATEILCTBO

KubepOynnuur  —  npecnegosanue  cooDlIgHMAMH,  COJEPKAIIHMHE  OCKOPOJIGHHS,  AIPECCHID,
FANYIHBAHKE, XYIHIAHCTBO; COUMAIBHOE DOHKOTHPOBAHHE C NOMOLLBH PAXIHYHBIX HHTEPHET-CEPBHCOB.
OcuoBubie coBerbl 110 Hopbie ¢ Kndepdy/LIMHIOM:

1. He Gpocaiics 8 Ooit. JIyummii cnocod: nocoBeToBathed Kak celf BECTH M, €CIH HET TOID, K KOMY
MOKHO OOpATHTBCH, TO BHAYAE YCHOKOMTHCA, EcnM Thl HAYHEIE OTBe4ATH OCKOPDACHMAMHM Ha
OCKOPOIEHH, TO TOILKO elle GOIbIIe PATOAGKeNh KOH(IHKT;

2. Yupasnaii ceoeil kubeppenyranueii;

3. AHOHMMHOCTE B CeTH MHHMan. CyWecTBylOT ¢nocoObl BBRIACHHTL, KTO CTOMT 33 AHOHHMHLIM
AKKAYHTOM;

4. He crour Bectu xymuradckuii ofpaz smpryaneHoil susnn. Huarepuer duxcupyer Bece TBOM
AeHCTBHA H COXpaHAeT ux. Y 1anuTe ux Oyaer KpaiiHe 3aTpy/IHHTENbLHO;

5. Cobmonail cBOi BUPTYAILHYH HECTE CMOIOLY;

0. Hruopupyii  eauauusbiii  Heratus.  OaHopasoBble  OCKOPOWTENbHBIE COODIIEHMA — nyuile
urnopupopark, OOLIMHO arpeccHs NPeKPALIaeTes Ha HAYANLHON CTagnm;

1. Ban arpeccopa. B nporpamMax ofMeHa MIHOBEHHBIMH COOOILIEHHAMH, B COLMANILHBIX CETAX €CTh
BOIMOMKHOCTE OIOKHPOBKH OTHPABKH COODLIEHNMIT ¢ ONpe/le/ e HHBIX aIpecoB;

8. Ecim 1ol ceBugerens knbepOyanmuura. Teom aelicTBHA: BRICTYIHTE NPOTHE NpecieloBATENs,

NOKA34TE €MY, 4TO ero JeHCTBHA OLEHMBAIOTCA HETATHBHO, NOMUIEPKATL HEPTBY, KOTOPOH Hy®Ha
NCHXOIOIHHECKAs NOMOIL, COODLMTE  B3POCHbIM O  (JAKTE ArpecCHMBHOIO IOBEJIEHHA B CETH.
MobnibHe Tenaedon

CospemenHble cMapT(OHb! M IUIAHIIETEL CoepikaT B cebe BHoIHE BIpOCibli (yHKIHOHAT, H TEIEPh OHH
MOIYT KOHKYPHPOBATE CO CTAUHOHAPHBIMH KOMNLIOTEpaMH. (JIHAKO, CPEICTB 3AlIMTEL [UIA NOI00HBIX
YCTPOHCTE NOKA O4EHB MAIO.

TectupoBanne 1 NOMCK YA3BUMOCTEH B HUX NPOHCXO/IMT HE Tak MHTeHcuBHO, Kak A [K, To e camoe
KacaeTes H MOOH/IbHBIX NPHIOAEHHMIL,

Coepemennble MOOHILHBIE Opaysepsl yKe NPAKTHYECKH [OIHAM HACTO/IBHEIE AHAIOIH, OJIHAKO
paciMpesHe (PyHKLIHOHANA BledeT 3a co00il GONBIIYH CI0MKHOCTE H MEHBLIYR) JaIIHIIEHHOCTh,

Janexko He BCe NPOM3BOAMTENH BbINYCKAIOT 0DHOBICHHSA, JAKPRIBAKLINE KPHTHYECKUE YAIBHMOCTH JUIA
CBOMX YCTPOHCTE.

OcHoBHBIE COBETBL 11H Be30nacHoCTH MOOHIBHOIO Teedona:

1. Hudero He apnserca no-sHacroswmemy OecnnatHeiM. Byas ocropomen, Beas korpa Tebe
npearaoT DeCIUIATHBIH KOHTEHT, B HEM MOI'YT DBITh CKPBITEL KAKHE-TO [IATHBIE YCIYTH,

2. Jymait, npexae vem ornpaeute SMS, doto umn eugeo. Tel TouHO 3Haellb, rae oHl OyAYyT B
KoHedHoM urore?

3. Heobxoaumo 00HOBIATE ONEPALMOHHYIO CHCTEMY TBOETD cMapTdoHa;

4. Henonsayil aHTHBMpYCHBIE NPOrpaMMsbl 18 MoOmibHEX TelnedoHos;

5. He sarpymail npuiokeHMs OT HEHIBECTHOIO HCTOUHHKZ, Beldb OHH  MOIYT  COJEPHKATE
BPEI0HOCHOE IPOIPAMMHOE 00eCHEUeHHE,

0. [Mocne Toro kak Tel BLIEL ¢ caliTa, Iie BBOAHI NMMHYIO HHOOPMALMIO, 3aii11 B HACTPOHKK

Opayzepa n yaanu cookies:
7. [Mepuoauyecky npoeepail KAKHE IJIATHRIE YCIYTH aKTHBHPOBAHL] HA TBOEM HOMEpE;



8. Jasaii csoii sHomep MobDunbHOro TenedoHa TONBKO MIOJAAM, KOTOPBIX Thl 3HACUIL H KOMY
JOBepselLb;

9, Bluetooth pommen ObiTh BBIKMMEH, KOrAA Thl MM He nonbsyewscs., He saldwisail mporna
IPOBEPATH ITO.

Online urpwi

CoppeMeHHBIE OHIAHH-HIPEL — 5T0 KPACOUHBIE, JAXBATBIBAIOIIHE pajBledeHus, 00beIHHAIIIHE COTHH
TBICAY 4ENIOBEK 10 Beemy mupy. Hrpokm mecnenyror nauHeiii UM Mup, o0WAwTCH Ipyr © apyrom,
BBIUIOIHAKT 34JaHHA, CPAKAIOTCH ¢ MOHCTPAMM M IOIYHAKT ONLIT. 33 YAOBOILCTBHE OHH [UIATHT:
HOKYIAKT AUCK, OIUIAYHBAIOT a00HEMEHT HIH NPHODPETAIOT KAKME-TO ONLHH.

Bee armn cpeacrea mayT Ha NOANEPAAHHE M PAIBHTHE MIPHL, 4 TAKKE HA camy Oe3014CHOCTS!
COBEPLICHCTBYIOTCH CHCTEMbl ABTOPH3ALMM, BBUTYCKAKOTCA HOBble naryd (uudypoBble 3amimaTku s
HPOrPaMM), JaKPLIBAKTCH YAIBUMOCTH CEPBEPOB.

B noa0o0HeIX HIpax CTOMT OIACATBCH HE CTOIBKO CBOMX COIEPHHKOB, CKONBKO KPAKH TBOEI'O LIAPO/IL, Ha
KOTOPOM OCHOBAHA CHCTEMA ABTOPH3ALMH OOJIBIIMHCTBA UIP.

OcHOBHBIE COBETBI 110 He301ACHOCTH TEORT0 HIPOBOI'D AKKAYHTA:

1. Ecnu apyroit mrpok Befer ceda mioxo MM cosgaer tebe HenpuatHocTH, 3abnokupyit ero B
CIHCKE MIPOKDB;
2. [Mosanyiics aJIMMHHCTPATOPAM MIPHI HA [UIOX0E [OBEIEHHE OITOr0 HIPOKA, MKelldTelbHO

HPHIOKHTE KAKHE-TO JOKA3ATENLCTEA B BH/E CKPHHOB!
He yraseisaii nnunyi uadopManmio B npodaiie Mrpsl;

Yaskaii Ipyrux y4acTHHKOB 110 HIPE;

He yeranasnueaii HeoUUMAIBHEIE NATYH 1 MOJIEL

Henoneayil cnomHee o pajHble MApOIH;

Jaxe BO Bpems MIPbl He CTOMT OTKIIOHAaTh aHTuBMpyc. [loka Thl Hrpaews, TBOH KOMIblOTEp
MOI'YT 3apaiHThb.

DHUIHHT HIH KPaKa JIHYHBIX JaHHLIX

OObMHOI Kpazkel JeHer H JOKYMEHTOB CErOJHA YAKE HHKOrO He yauBufliub, HO ¢ paiBHTHEM MHTEPHET-
TEXHOIOIHH 310YMBIIUIEHHHKH [NEPEMECTHINCh B MHTEPHET, M [POJOIIKAKT 3aHHMATBCH «IHODHMBIMY
AeI0M.

Tak nosaBunack HOBAR YIrpo3a: HHTEPHET-MOLICHHHYECTBA WIH (PUIIMHL, IIABHAA LEIh KOTOPOIO COCTOHT
B NOIY4eHHH KOH(UICHIMAIBHBIX JaHHBIX HOIB30BaTelled — noruHoe u naponeid. Ha anrnmiickom
sawike phishing unraercea kak Gummur (ot fishing — pribuan nosna, password — napons).

OcHoBHBIE COBETEL 110 Dophbe ¢ (PHIIHHTOM:

1. Cnean 3a csoum axkayaroMm. Ecam Tei nogospesaenis, 4ro TBos aHketa ObUld BUIOMAHA, TO
HeoDX0AMMO 3ab10KHPOBATE e 1 COODIMTE AIMMHHCTPATOPAM pecyped 00 3ToM Kiak MOKHO CKOpee;

2. Henonwayii 6ezonacHble Bed-caiiThl, B TOM YHCIE, HHTEPHET-MArA3HHOB H NOMCKOBBIX CHCTEM;

3. Henoneayil  cnoxueie u passeie napond. Takum  obpazom, ecnn 1eba Banomawr, 1o
MOYMBILLTEHHHKH [TOIYYAT JOCTY TONBKO K OJHOMY TBOEMY NPOiMII0 B CeTH. 4 He KO BCEM;

4. Ecnu teba BanoMan, 1o HeobXoAHMO NPEIyIPEIUTh BCeX CBOMX 3HAKOMEIX, KOTOPBIE 1004aB1eHb]
¥ TeOA B APY3BAX, O TOM, 4TO TeD# BIIOMAIH H, BOZMOKHO, OT TBOEI0 MMEHH 0yIeT PacchUIaTheH CIAM H
CCBUIKH HA (PHINMHIOBBIE CalfThI;

3 o LA s Lo

5. Yeranosu HafgemHelil napons (PIN) Ha moOnneueil Tenedon;
b. Orronioun coxpaHeHse napoi e Opaysepe;
7. He orkprisail dafinel 1 QpyrHe BIOKEHHS B IIMChMAX [JAMKe eCIM OHH NPHILIH OT TBOMX Jpy3eii.

Jlyunie yTOUHN ¥ HUX, OTHPABIANH 1K oM TeDe yTH daiine;

Hudposasn penyranus

Hudposas penyrauus - 5TO HEraTHBHAad WIH NO3MTHBHAA MHdopMauua B cetn o Tede.
Komnpomerupyiomas nHGOpPMALHA PAIMEIIEHHAS B HHTEPHETE MOKET CepbeiHbIM 00paioM OTPAINTLCH
Ha TBOCH pPealbHONH HKHIHN,

«llndposas penyraumnay - 370 TBOI HMH/EK, KOTOpLIH (GopMupyeTea w3 uahopmaumn o tefe B HHTEpHETE,
Troe mecto murensersa, yuebbl, TBoe QuHaHCOBOE NONOKEeHHe, OCODEHHOCTH XAPAKTEPa W PACCKasbl O
GIH3KHX — BCE 3T0 HAKAIUIMBASTCH B CETH.

MHuorue noapocTE JNErkOMBICIEHHO OTHOCATCH K nyDiukauuu nuuuoil wudopmaunn 8 Unrepuere, ne
HOHMMAs BOIMOMHBEIX nocnencteuil. Thl gamke He cmomewmws jgorajarses o Tom, 4ro dororpadms,
pasMelueHHas 5 et Hazaj, CTala NPUHHHOH OTKa3a npuHATE Tebs Ha paboTy.



Kommentapuu, pasmertenne toux ororpaduil u apyrue AeicTBHS MOTYT HE HCUE3HYTh JKe [ocihe
TOrO, K4K Thl MX YAaiuuib. Thl HE 3HACHL, KTO COXPaHWI 3Ty HHMOPMALMIO, NONaNa JH OHAa B
HNOMCKOBLIE CHCTEMB] M COXPAHHIIACK JIH OHAE, 4 [JIABHOE! 4TO NoayMaiT o Tefe OKpyKawllee IH1u,
KOTOpBIe HaiayT ¥ yeuaaT 1o, Halimy madgopMatno MHOMO ner cnycrts oMomeT 000l — kak u3
A00pEIX NODYHISHHHA, TAK H ¢ HAMEPEHHEM IPHYHHHTE BPeL JT0 MOXKeT DBITh KTO YIOIHO.
OcuopHBIe COBETHI N0 3alIHTe UHDPOBOIl penyTanuu:

1. Moaymaii, npesne weM 9To-T0 nyDIMKOBATE W nepenasate y ceba B Onore wnn B
COLMANLHOM CeTH,

2. B wnacrpoiikax npodmis YCTAHOBH OrPaHMYEHMA Ha HPOCMOTP TBOEro npoiuis M ero
COASPRHMOTO, CASIAl ero TONBKO «IL1 apy3eiin;

3 He pasmewmail n ne ykaseisail nHGOpMaLHo, KOTOpax MOKET KOro-jiudo ockopbiasres Him
obuxKaTh.

ABTOpPCKOE NpaBo

CoBpeMeHHBle LIKONLHUKH— dKTHBHBIE NOJL30BaTenH Ludiposoro npocrpadersa, OUHAKD JIAIEKO He
BCE JHAKT, 4TO HOIB30BAHHE MHOIHMH BOIMOKHOCTAMH UH(poBoro Mupa tpedyer cobitoaeHus npas
HA MHTEJUIEKTYAIBHYH CODCTEEHHOCT,

Tepmun «HHTRINEKTYANLHAA COOCTBEHHOCTEY OTHOCHTCS K PAIHYHBIM TBOPEHHAM HEIOBEYECKOro
YMA, HAYHHAA ¢ HOBBIX H30DpereHMid M 3HakoB, 0003HA4AWIWHMX CODCTBEHHOCTE HA LIPOJAYKTHL H
YCOyrd ., M 3akaHduBas  kuuramu,  Qororpaduamy,  KMHOQHIBEMAMH M MY3bIKAIbHBIMK
HPOH3BE IS HHAMM.

ABTOpCKME NpaBa — 9TO LPABA HA HHTEUIEKTYAILHYH) CODCTBEHHOCTH HA NPOH3BEICHHMA HAVKH,
JAMTEPATYPBL H HCKYCCTBA.

ABTOpPCKME 1IPABA BEICTYIIAKT B KAYECTBE FAPAHTHH TOID, YTO MHTELIeKTYAILHEIH/ TBOpYecKuil Tpy
apropa He OYIeT HANPACHBIM, JACT €MY CHPABEIIHBBIE BOIMOMHOCTH 3apaloTaTs HA pesynbTarTax
CBOEID TPY.IA, NOIYHYHTE MIBECTHOCTE M NPHIHAHKUE,

Hukro Oe3 paspellieHHs aBTOPa He MOMKET BOCHPOH3IBOAHTE €r0 [POM3BEJEHHe, PaclipOCTPaHATh,
nyOIHYHO JeMOHCTPHPOBATE, NPOJABATE, HMIOPTHPOBATE, IYCKATE B IIPOKAT, MYOIHYHO HCIIONIHATE,
HOKA3BIBATE/HCIIONHATE B d(hupe win pasmewars B Murepaere.

Henonsaosanie «nupaTckoro» NporpaMMHoro o0ecredeHus MOMKET [PHBECTH K MHOIHM PHCKAM: OT
HOTEPH JAHHBIX K TBOHM AKKAYHTaM 10 ONOKMPOBKM TBOErD YCTPOIHCTBA, I YCTAHOBIEHHBI He
nNeransHas nporpamma. He cront rtakme 3adeiBaTh, 4TO CYLIECTBYET JleraibHbie M DecllaTHble
HPOrpaMMbl, KOTOPLIE MOMKHO HAHTH B CETH.

O noprane

Cerepuqok.pd — TBOIH rMapHbIl COBETUHEK B CeTH. 3/18Ch Thl MOKELL YIHATE 0 DEI0MACHOCTH B CETH
HOHATHBIM M JOCTYIHBIM A3bIKOM, & IIPH BO3HHKHOBEHHH KPMTHHECKOH cuTyauumn oDparurbes 3a
COBETOM. A TAKMKE NPHHATE YHACTHE B KOHKYPCAX H CTATH CAMBIM LIH(PPOBLIM IPadiaHHHOM!
Marepuane npeacTaBnensl Ha cafite Exunsiii ypok.pd.



